RAMOS PLUS

RACK MONITORING SYSTEM

INTRODUCTION MANUAL » EN

CONT=G6



2

Table of Contents

[ a1 foT o (8o i o] o NPT PR PP PP PPPPPRRPPRPI 3

What is the RAMOS PLUS and Rack Sensor.ST3H..........coooiiiiiiiiiiciieiee e 3

RAMOS PLUS FEALUIES.......otiiiiiiiiiiiiii ittt e e 3

Port asggnment information for RAMOS PLUS URNILS...........ooooiiiiiiii i ee e 3

LED information for RAMOS PIUS UNIES........ccoiiiiiiiiiieeeeeiiiee e e e 3

Reset button functions for RAMOS PIUS UNIES..........coviiiiiiiiiiiiicciiiieeee e A

{SGGAY3 dzLJ GKS..dzy.A.0l.0&4. Lt . . LLRRNEAA .o, 4
l2¢6 G2 FTRR F Yl ydzf NPRdziS..02..0K5..02.Y.L1dzi.55\NDa

How to add a secondary IP addressKko8 O 2 Y LJdzi S NR.&....[.1..bh...OL.NRK...5

RAMOS PLUS Web Ul Walkthrough...............eeeiiiiiieeeee e 6

YU 0] 0 1= TV 0 L= Lo =P PP PP P PP 6

Graph fRATUIE. ... e e e e e e e e e e e e e e e e e e e e e e e e e e e s aa e e e s s aaaannaane 7

TS (=] I 0= o [ PSPPI 9

(CT=T T - | PP PP PP PPPPRRPPPPPPN 9

D= 1= T 01T PP PPPPPP PP 10

N =0 o PP PPPPP PP 11

1Y ToTo =T o o TP PP PP PUPPPPPPPRPN 12

V4 TSP TTPTTTTRR 13

] I PSP PPPPT 14

IS N PP SUUPPPPPTRPRPRN 15

S N Y Y TP PPUPPPPPPIPN 15

YT AV g1 (=T o[- LT o PP PPPPPRPRR 16

(e TS Yo o O g =Tod (] T PSP 17

Y E= U g1 (=] g F= L (o = PP O PP PP PPPPPPI 18

HEAIDEAE MESSAJES. ... .. eiiiiii ittt e e e e e e e e r e e e e e 19

LiCENSE MBAGEMENL.....eeiiiiiiiieiiiee e e e e e e e e e e e e e e e eaaaaaaaaaaaans 19

ST =] ST 0 £ o = Vo [P 21

General OptioNS fOr All SENSOLS......cciiiiiiiiiii e 21

Temperature/HUMIAIY SENSOL........cooiiiiiiiiiiie et e e 24

REIAY SENSON....... ittt e e e e et e e e e s st e e e e e e a s 27

Firmware upgradeéhrough the Web UL...........oo e 30

RAMOS PLUS - INTRODUCTION MANUAL

NE d



Introduction
Ly GKAa YlydzZfts gSQft O2@0SNJ GKS YIAYy FSIFiGdzNBa Iy
setup of notificationsand the explanation of events will be in another manual.

What is the RAMOS PLUS and Rack sensor ST3H

The RAMOS PLUS is a high speed, accurate, intelligent monitoring device, featuring a completely

SYOSRRSR K2aid FyR 2LISNI (AY Bostaidsiin@iotyof #tsSodtteS O2 Yo A Y
RAMOS OPTIMA, along with many advanced features of our RAMOS ULTRA platform.

The Rack sensor ST3H combines 4 sensors into one sensor port on the RAMOS PLUS, specially
designed to monitor the air entering and leaving anpauter rack. The Thermal Rack Map is

performed from the CONTEG Pro Server using the Rack sensor ST3H connected to the RAMOS PLUS.
The Rack sensor ST3H monitor the temperature and humidity at different points of the rack.

RAMOS PLUS Features:

IP based, icluding SNMPv3 and HTTPS

Send encrypted SNMP Trap and Email Notifications

Supports 4 Intelligent Sensors

Optional cellular modem with external antenna

Notification Wizards

Support Daisy Chained Temperature sensors and expandér D8

Port assignme nt information for RAMOS PLUS units

Port numbering starts from the power connector on the unit: the closest port to the power
connector is Port 1 and closest to the Ethernet interface is Port 4.

You may connect Conteg intelligent sensors to any avaifaists.

LED information for RAMOS Plus units

Power/Ethernet Link Sensor : Sensor 2 Sensor 3 Sensor 4

RAMOS PLUS - INTRODUCTION MANUAL 3
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(according to LAN activity) when the connectionasmal.

For sensor LEDs (green):

Off = offline

On = online and normal

Slow blinking = Warning status

Fast blinking = Critical and Error status

Reset button functions for RAMOS Plus units

There are specific commands you can send to the unit by holdinBéket button for a specified
amount of time.

L 2dQff KF @S G2 dzaS a2YSOiKAy3a akKlNLIE &dzOK | &

Ethernet

Time to hold |Action

3..7 sec Reboot

7..12 sec Web Ul password reset

12..17 sec Serial flash erase (DB erasghout factory reset, the system configuration is kept)
17..25 sec Reset to factory defaults (serial flash erase + config erase)

3AO00Ei ¢ Obp OEA OTEOG6O )o AAAOAOO

Very Important Note ¢ KS  dzy A (1 Qa & KA lehalfiexl THe defakitSog InJfaheave® NR a
interface is Username: admin Password: public

Every unit is shipped with the default IP address of 192.168.0.100

First we will go through the process of changing this IP address to fit your own network
configuration.

Note: In some cases, your cquier might not be able to connect to this default IP address. In this
situation you either need to:
a) add this IP your computers routing table or
b) add a secondary IP address to the LAN card to allow access to the unit.
See below how to setup these.
Ensure the following items are available to you before starting:
- RJ45 CATS crossover cable with RJ45 male connection
- A PC with Ethernet card or LAN socket, logged in with Administrator rights
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1) Connect the unit via the Ethernet port of the unit touracomputers LAN or Ethernet port with a
CATS5 crossover cable.
2) Open a web browser and type the default IP address, hit enter.

,2dzQf f 0SS LBB@BWagS R o0& (KS
Go to theSystem/Networkpage to change the network settings (see below in this mBnua
hyOS @&2dz KIS | aaA3dySR GKS ySg Lt | RRNB&aa dzasS (K
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(T x O1 AAA A | AT OA1 01 60A O1 OEA
Open an Administrator Command Prompt (CMD) window and type:

route add 192.168.0.100 10.1.1.20

Wherel0.1.1.20 is the IP address of the Ethernet interface on the PC that the unit is plugged into
with the crossover cable.

Note: If you do not receive an 'OK!' message then a parameter was wrong or missing.

The route is not persistent (removed upon rebogfinbut you can also delete it with the
route delete 192.168.0.100 command.

(T x O AAA A OAATTAAOU )o AAAOAOO OI OEA
KS D! b C

. 2dz Oy R2 GKA& @Al & L 6& 2LISyAy3a GKS |

@ Local Area Connection Properties

Internet Protocol Yersion 4 (TCP/IP¥4) Properties

Advanced TCP,/IP Settings 2 x|

1P Settings |ons | wins |

~IP addresses
TCP/IP Address E H
IP address: I 1.2 .3 .4
Subnet mask: | 255 255 255, 0 J
— Add Cancel | _
[ ]

Or open an Administrator Command Prompt ([@Mvindow and type:

netsh interface ipv4d add address oOLocal Area Con
255.255.255.0

The above command adds the IP Address 192.168.0.2 (with Subnet Mask 255.255.255.0) to the

O2yyS80GAzy GAGESR a[20Ff | NBIE /2yy80GAzyéd
You will then beble to connect to the unit with its default IP.

NoteY ¢KS aSO2yRINE Lt FFRRNBaa A& LISNXYIFySyid F2N (K
once. Instead use the routing table method above.
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RAMOS PLUS Web Ul Walkthrough

Summary page

CONTEG = MSensors @ Events [ Nofifications  ©f System

RAMOS PLUS Prague

Sensors Information

Unita Name - Value- Status--
Main board
& Main board Humidity Port 1 30 %
Temperature Port 1 250°C =
Temperature Port 1.1 32°C =
Temperature Port 1.2 229°C ==
Temperature Port 1
Live Graph
275
tb
7.0
265 e
2.8
253
5.0
4.5
4.0
18:00 2100 Aug 31 03:00

Wednesday, August 31 2016 16:57:41

Graph-

[ o IP5
[ o IP5
[ o |
[ o IP4

Event Log { 77 messages )

Search

28/08/2016
05-22:57

20/08/2016
05:45:24

12/08/2016

11/08/2016
17:22:53

Temperature Port 1

05:00

Hurmidity Port 1 on Main board is 46.00 %,

Normal

Humidity Port 1 on Main board is 46.00 %

Nomal

Humidity Port 1 on Main board is 46.00 %.

MNormal

Humidity Port 1 on Main board is 30.

Low Critical

status is

status is

00 %, statu

Nanth

X Full Screen

status is

s is

Custom

© 2015 Conteg, spol s1.0. | All Rights Aeserved

Version: 1.0.2205

This is tle Summary page with Sensor Status and the Event Log, with the Sensor Graph enabled.

¢KS 9¢0Syil [23 O2yilAya

I £t

SYUNRSa

categories in the Notifications manual. The last 30 entries are shown, &# iizQ NBS
list, more events (30 more) will be loaded automatically. You can view the full log if you keep

scrolling down.

Sensors Information
Unita Name -
& Main board Dry Contact Port 3
Dual Humidity Port 1
Dual Humidity Port 4

Dual Temperature Port
1

Dual Temperature Port
4

Relay Port 2

Value ~a

48.0 %

265 °C

Status -

.

Graph ~a

B
(o |

(o IS

czn O
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Offine 5ANBOGE® | O1Yy26t,akPpdthdsenscdoffing NR& &G I ( dz

Acknowledge

S Control the relaytype sensors
On

off
Toggle Off-On
Toggle On-Off

Acknowledge

Graph .
o] Enable/disable graph data collection per sensor, and display the graph display
window for the Summary page

o |42

o]

p. 2SQtt SELXFAY (KS DNILK FSIidNBE Ay Y2NB
o]

=)

Graph feature
' FGSN) 82dz2Q08S Syl of SR GKS RIGIF O2ftftSOGA2Y F2NJ |
intervals of the stored data: hourly/daily/weekly/monthly and custom display interval.

You can also export the recorded data in multiple formats.

Dual Temperature Port 1 Pl

Live Graph Dual Temperature Port 1 v Hour m Week Month Custom

30
15 chart by amCharts

3

3/1/16 22:31:53

28
26 A

24

12:00 15:00 18:00 03:00 06:00 09:00

00 dar 03:00 Ue:00

Pl
o “

INthisSEF YL § LA OGdzNB:E 6SQ08S OK24aSy (2 RAaLil & GKS

You could also resize the graph window (including full screen) and move the scale to display more or
less data.

RAMOS PLUS - INTRODUCTION MANUAL 7
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Hour m Week

IMonth

Custom
PNG o
o — h'-.l SVG
csV
JSON &

¢CKS FTAES oAttt

0S R2gyft2FRSR
name, IP address of the unit, and the date and time.

Dual Temperature Port 1 >> Live Graph >> Last Update: 11:09:57 AM

# Live Graph 58s

Dual Temperature Port 1 v m Day Week Month
26.2
IS chart by amCharts 3/2/16 10:31:53
26.0 - value: 26.1 °C .
25.8
25.6 —_
25.4
10:09:57 10:24:57 10:54:57 11:09:57
RO 1039557 105457
’)
SOSNE

By choosing the Live Graph option, you can get continuous update graph data (by default
cn aSo02yRavo LF

832dz R2y Qi

| Dual Humidity Port 1

|
Choose a sensor
Main board

dza S

KA &

Dual Humidity Port 1

Dual Temperature Port 1

—

¢2 OKIFy3aS G2 | RAFTFSNBY( aSovadeti &
Note that you could only choose a sensor here thatzZ@@S | t NS Ré Syl o6f SR i
for.
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You can choose to export the graph data in selected formatdibking on the icon on the right.
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System page

= = e
System Description RAMOS PLUS 1.0.2205 May 24 2016 17 32:49
System Name RAMOS PLUS
System Location SytemLocation
System Contact presales@conteg.com
System URL System URL
Sensor Notification On System Boot Up
Graph Data Collection Period 300 5m 0s
Graph data can be stored for 106 days 15h 25m 0s.

m cancel

Here you can change general settings for the device.

CKS dzyAliQa FTANNGINBE OSNBRAZ2Y Ada akKz2gy Ay (KS
options are user configurahle

You could also specify the System URL option, for quick access of a custom part of the Web Ul for
example, but you can specify any URL.

Graph Data Collection Period 777 - 12m 57s

Graph data can be stored for 165 days
18h 14m 24s.

By changing th&raph Data Collection Perigggou can choose how frequently the data is sampled.
Note that if you hd stored graph data previously, changing this setting will clear the data.

Note: a Low Power Mode is selectable from Conteg Pro Server, on the Web Ul this option is not
shown.

On each System subpage you can s&2aSNMP Olbutton (where applicable):

Get SNMF OID

RAMOS PLUS - INTRODUCTION MANUAL
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SNMP OID of General

Description « Syntax = Access wa SNMP OID a
cfgSystemDescription DISPLAY STRING read-write 136141385432180
cfgSystemMame DISPLAY STRING read-write 136141385432190
cfgSystemLocation DISPLAY STRING read-write A1.361413854321100
cfgSystemContact DISPLAY STRING read-write 1.361413854321.11.0
cfgGraphDataCollectionPeriod INTEGER read-write 1.361.413854321.104.0
cfgSystemURL DISPLAY STRING read-write 1.36.1413854321.107.0

This will give you a popup window with all relevant OIDs for the actual page (here the General page is
shown).

You can use OIDs for SNMP calls and in custom scripts, or for setting up the unit for monitoring by a
third party NMS software such as Whatslpdsor Paessler.

This button is also accessible on the Sensors page.

Date/Time

CONT=EG HSummary  ®Sensors & Events 2\ Notifications 3¢ Full Screen

Date/Time

ystem | DatelTime

Timezone (GMT+01:00, DST observed) Amsterdan =
Date/Time 31/08/2016 17:10:54 ]
Network Time Protocol Do not use
NTP Server 1 127.0.01
NTP Server 2 127.0.01

RTC Battery Status Good

E cancel

The system date and time with time zone is user configurable, with NTP server synchronization (if the
unit is connected to CPS (CONTEG Pro Server), then it will sync wiSHeTP service), also
displayed the status of the RTC battery (good/bad).

RAMOS PLUS - INTRODUCTION MANUAL



Network Time Protocol Continuously v

Do not use

One time

On system start up
Once a month
Once a week
Once a day

Once a hour

Continuously

Save Cancel

NTP Server 1

NTP Server2

RTC Battery Status

You can also select the frequency of NTP synchronization with theddnop menu.

Network
CONTEEG summay  RSensors @ Events [ Notifications
Network
Systen Network
Use DHCP
IP Address
Subnet Mask
Default Gateway
Domain Name Server
Ethernet MAC 1D
¢CKS dzyAlUQa a'!/ L5 Aa

client mode.

RAALIX I &

* Full Screen

On @ Off
192,166 161 238
255.255.255.0
192.168.0.100
192.168.0.100

00:0B:DC:01:08:17

Save Cancel

§R K S NBet IPloyDRICR f €
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Modem
CONTEG < summen

A Sensors & Events 7\ Notifications

Modem

System | Modem

Connection Method

Connection Type

Status
IP Address

Connection Mode

MAccess Point Name

Redial Attempt

Idle time before hanging up
Login Name

Password

I15F"s Domain Name Server

L¥
can be set up here for data connections. Contact your service provider for the correct settings.

(KS dzyAd A&

You can also view the statd the connection and the assigned IP address when the connection is

established.

Connection Mode Normal v

PAP:Unsecured
PAP:Secured
GPRS:Unsecured
GPRS:Secured
Ras

Access Point Name

Redial Attempt

Slj dzA LILIBR 64 (K

& Full Screen

Never Dial-Out (Use Ethernet Only)

Always On On-Demand

Not Connected
0.0.0.0
Normal
Access Point Name
0

0 0s

Login Name

0.0.0.0

Save Cancel

0 KS¥akQuyconBguddtiort

Y2RSY

You may select a different Connection Mode (PAP/GPRS/RAS).
The most commonly used is GPRS Unsecured.

Connection Method Never Dial-Out (Use Ether ~

Never Dial-Out (Use Ethernet Only)
Dial-Out If Ethernet failed
Use Dial-Out Only

Connection Type

You may change th€onnection Methods follows:

w Never Dial OufUse Ethernet onlyjhe unit will never try to use the modem for sending out
Y2UATFTAOFIGAZ2yad LT &2dz R2y Qi KIF @S 9GKSNYSi
@2dz 62y Qi 3ASG lye y20AFAOIGA2Yyad

O2yy
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w DialOut if Ethernet failedthe unit will onlyuse the modem for sending out notifications, if the
Ethernet connection fails.

w Use DialOut Only the unit will only use the modem to send out the notifications, regardless of
the state of the Ethernet connection.

Connection Type * Always On On-Demand

Also you may change the Connectibype:

wOn5§YI-3fF?Y GdKS dzy)\ij gAff )\)f)\ij)\l-ijé ¥ c‘)zyyéomzy 7
notifications.

w Always On: the unit will keep the connection up, even when there is nothing to send.

Note 1:¢ K S NB Q &dety¢cfion featziieXor the intenal modem module, the configuration is
always shown even if your unit is not equipped with the module.

Note 2:Only insert and remove the SIM card when the unit is turned off. Otherwise you can damage
the SIM and the modem.

Note 3:The PIN code for thessl OF NR ySSRa (2 06S NBY2QOSRT 20KSN¥H A

VPN Server Port 1194

Confirm VPN Password Confirm VPN Password

VPN Encrypt Method Blowfish

Cancel

This feature requires a separate license. You can read more details about the licensing later in this
manual.

This feature is used by connecting the RAMOS PLUS with the CPS VPN servee. lgfense has
658y FOGAGHGSR YR GKS /t{ +tb ASNBSNI A& aS8( daLls
able to use the VPN connection.

RAMOS PLUS - INTRODUCTION MANUAL 13



VPN Encrypt Method Blowfish \

None

AES
Triple DES

Note 1 You can also configure these settings from the APS console for the unit.

Note 2 If you usehe VPN option, the maximum number of sensors that can be used by the unit will
be reduced to 50.

SMTP

= HSummary ™ Sensors & Events 1 Notifications 3¢ Full Screen
CONT=G 0

Send Email Enable @ Disable
Email From conteg@conteg.com
SMTP Server SMTP Server
SMTP Port 25
SMTP Authentication Enable @ Disable
= Login Name ogin Name
&F
= Password assword
' . ~ . ~ .
Confirm Password Confirm Password
Connection Security None
Get SHMP 0ID Save Cancel

¢CKS {ac¢t &SNISNI O2yFAIdzNI A2y 2LIA2ya I NB akKz2gy
actions.

Fill out all parameters; the address in tBenal Fromparameter will be used by the Email actions by
RSTlLdz G o6dzi @2dz O02dzZA R OKFy3IS Al AF @2dz2NJ YAt &8
SMTP user for example).

Connection Security None v

SSL/TLS
STARTTLS

SSL/TLS and STARTTLS are supported for the connection security.

You couldalso turn off any email sending from the unit by disabling$lead Ematption.

14 RAMOS PLUS - INTRODUCTION MANUAL



7\ Motifications

System SNMP

SNMPv1/iv2e

SNMPv1ivie

SNMP Port

Read Community

Confirm Read Community

Write Community

Confirm Write Community

Disable

= Enable

161

The SNMP service configuration options are shown here, it is required for SNMP operations.

{bat@®m Aad SylotSR o0&

Scroll dowrfor SNMPvV3 options.

SNMPvV3

HSummary ™ Sensors @ Events L) Notifications

SNMPV3
SNMPv3
SNMPv Mode

SNMPv2 enginelD

SNMPY3 Usermname
Access Privilege
Authentication Protocol
SNMPv32 Pass Phrase

Confirm SNMPv3 Pass Phrase

Privacy Protocol

Gel SHAP 0ID

Privacy Protocol Pass Phrase

Confirm Privacy Protocol Pass Phrase

w

RS T pubhhitcidz g A 0K O2YYdzyAde LI

3 Full Screen

@ Enable Disable

Authentication & Privacy

CONTEG
enginelD parse: DxB0000FOEDA06434FAE544547

admin
Read Only
SHA

SNMPv3 Pass Phrase

The SNMPv3 options can be found by scrolling down on the SNMP page.

This feature requires a separate license. You can read more details about the licensing below in this

manual.

St2¢ 6SQft 3IAGS

| setfindgA O

RSAONALIGAZ2Y 2F St OK
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Level Authentication | Encryption| Description

No Authentication | Username No Match Username (same as SNMP v1/v2c
Authentication Only| MD5 or SHA | No Auth Based on Algorithms (check passwo
Auth&Privacy MDS5 or SHA | Yes- DES | Auth Algorithms andEncryption

Basically if you seledto Authenticationthen the setup will be the same as with SNMP v1 and v2c
versions: authentication is only checked by unencrypted username.

Authentication Onlywill provide password protection but no encryption.

Authentication&Privacyprovides encrypted username and password protection.

Server Integration

ar
wH
==

Se:

rver Integration

Server Address 000

Server Integration Port

Send Keep Alive Every

Save

5000

1 Minute

Cancel

LT GKS dzyAl KFa 0SSy FRRSR (G2 GKS /hb¢9oD
displayed here. User configurable options are the CPS port anddtieeperiod.
,2dz Oy OKIFy3aS (GKS /t{ LERNI FNRBY (KS 2S5

Alternatively you can rnitialize your unit from the CPS console teastablish communication.
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Password Checking

Password checking for the Web Ul can be turned ortiefe, along with the option for specifying the
password for the different user access levels.

After you enable the password
OKSO{Ay3x e&-bgmQff ySSR

L¥ @2dz R2y Qi NBYSYo0SNJ i
LI adg2NR> &2dz Oy K2f R
button for 7-12 second to be able to log

in to the Web Ul without a password.

User access levels:

Admin - full access to all settings, system and notification configurations (default is public)

User- full access to all settings except for those which are the systtated such as network

Viewer - read-only guest access for every page

Notely ¢KS LI dag2NRa Oly 2yteée 6S aSi FNRBY (KS dzyAd

Note 2 Thedef dzf 0 LI 884 ¢62NR Aad alLlzoftA0¢é F2NI I £t | OOSaa f
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