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Introduction   
Lƴ ǘƘƛǎ ƳŀƴǳŀƭΣ ǿŜΩƭƭ ŎƻǾŜǊ ǘƘŜ Ƴŀƛƴ ŦŜŀǘǳǊŜǎ ŀƴŘ ōŀǎƛŎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ ǘƘŜ w!ah{ t[¦{ ŀƴŘ ǘƘŜ 
setup of notifications and the explanation of events will be in another manual. 

What is the RAMOS PLUS and Rack sensor ST3H  
The RAMOS PLUS is a high speed, accurate, intelligent monitoring device, featuring a completely 

ŜƳōŜŘŘŜŘ Ƙƻǎǘ ŀƴŘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΦ ²ŜΩǾŜ ŎƻƳōƛƴŜŘ ǘƘŜ ƭƻǿ cost and simplicity of use of the 

RAMOS OPTIMA, along with many advanced features of our RAMOS ULTRA platform.  

The Rack sensor ST3H combines 4 sensors into one sensor port on the RAMOS PLUS, specially 

designed to monitor the air entering and leaving a computer rack. The Thermal Rack Map is 

performed from the CONTEG Pro Server using the Rack sensor ST3H connected to the RAMOS PLUS. 

The Rack sensor ST3H monitor the temperature and humidity at different points of the rack. 

RAMOS PLUS Features: 
 IP based, including SNMPv3 and HTTPS 
 Send encrypted SNMP Trap and Email Notifications 
 Supports 4 Intelligent Sensors  
 Optional cellular modem with external antenna 
 Notification Wizards 
 Support Daisy Chained Temperature sensors and expander D8-8 

Port assignme nt information for RAMOS PLUS units  

 

Port numbering starts from the power connector on the unit: the closest port to the power 

connector is Port 1 and closest to the Ethernet interface is Port 4. 

You may connect Conteg intelligent sensors to any available ports. 

LED information for RAMOS Plus units  

 

Power/Ethernet Link - Sensor 1 - Sensor 2 - Sensor 3 - Sensor 4 
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¢ƘŜ tƻǿŜǊκ9ǘƘŜǊƴŜǘ [95 ǿƛƭƭ ōŜŎƻƳŜ ǊŜŘ ƛŦ ǘƘŜǊŜΩǎ ƴƻ ƴŜǘǿƻǊƪ ŎƻƴƴŜŎǘƛƻƴΣ ŀƴŘ ōƭƛƴƪƛƴƎ ƎǊŜŜƴ 

(according to LAN activity) when the connection is normal. 

For sensor LEDs (green): 
Off = offline 
On = online and normal 
Slow blinking = Warning status 
Fast blinking = Critical and Error status 

Reset button functions for RAMOS Plus units  
There are specific commands you can send to the unit by holding the Reset button for a specified 

amount of time. 

¸ƻǳΩƭƭ ƘŀǾŜ ǘƻ ǳǎŜ ǎƻƳŜǘƘƛƴƎ ǎƘŀǊǇΣ ǎǳŎƘ ŀǎ ŀ ǎǘǊŀƛƎƘǘŜƴŜŘ ǇŀǇŜǊŎƭƛǇ ǘƻ ōŜ ŀōƭŜ ǘƻ ǇǊŜǎǎ wŜǎŜǘΦ 

 

 

Time to hold Action 

3..7 sec Reboot 

7..12 sec Web UI password reset 

12..17 sec Serial flash erase (DB erase without factory reset, the system configuration is kept) 

17..25 sec Reset to factory defaults (serial flash erase + config erase) 

 

 

3ÅÔÔÉÎÇ ÕÐ ÔÈÅ ÕÎÉÔȭÓ )0 ÁÄÄÒÅÓÓ 
Very Important Note: ¢ƘŜ ǳƴƛǘΩǎ ǎƘƛǇ ǿƛǘƘ ǘƘŜ ǇŀǎǎǿƻǊŘǎ enabled. The default log in for the web 
interface is Username: admin Password: public 
Every unit is shipped with the default IP address of 192.168.0.100  
First we will go through the process of changing this IP address to fit your own network 
configuration. 
 
Note: In some cases, your computer might not be able to connect to this default IP address. In this 
situation you either need to: 

a) add this IP your computers routing table or 
b) add a secondary IP address to the LAN card to allow access to the unit. 

See below how to setup these. 
Ensure the following items are available to you before starting: 

- RJ45 CAT5 crossover cable with RJ45 male connection  
- A PC with Ethernet card or LAN socket, logged in with Administrator rights 
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1) Connect the unit via the Ethernet port of the unit to your computers LAN or Ethernet port with a 
CAT5 crossover cable. 
2) Open a web browser and type the default IP address, hit enter. 
 
¸ƻǳΩƭƭ ōŜ ǇǊŜǎŜƴǘŜŘ ōȅ ǘƘŜ Summary page. 
Go to the System/Network page to change the network settings (see below in this manual). 
hƴŎŜ ȅƻǳ ƘŀǾŜ ŀǎǎƛƎƴŜŘ ǘƘŜ ƴŜǿ Lt ŀŘŘǊŜǎǎ ǳǎŜ ǘƘŜ άǇƛƴƎέ ŎƻƳƳŀƴŘ ǘƻ ǘŜǎǘ ǘƘŜ ǳƴƛǘΩǎ ǊŜǇƭȅΦ 
 

(Ï× ÔÏ ÁÄÄ Á ÍÁÎÕÁÌ ÒÏÕÔÅ ÔÏ ÔÈÅ ÃÏÍÐÕÔÅÒȭÓ ÒÏÕÔÉÎÇ ÔÁÂÌÅȩ  
Open an Administrator Command Prompt (CMD) window and type: 
 
route add 192.168.0.100 10.1.1.20  

Where 10.1.1.20 is the IP address of the Ethernet interface on the PC that the unit is plugged into 
with the crossover cable. 
 
Note: If you do not receive an 'OK!' message then a parameter was wrong or missing. 
The route is not persistent (removed upon rebooting), but you can also delete it with the 
route delete 192.168.0.100 command.  

(Ï× ÔÏ ÁÄÄ Á ÓÅÃÏÎÄÁÒÙ )0 ÁÄÄÒÅÓÓ ÔÏ ÔÈÅ ÃÏÍÐÕÔÅÒȭÓ ,!. ÃÁÒÄȩ 
¸ƻǳ Ŏŀƴ Řƻ ǘƘƛǎ Ǿƛŀ ǘƘŜ D¦L ōȅ ƻǇŜƴƛƴƎ ǘƘŜ [!b ŎƻƴƴŜŎǘƛƻƴΩǎ ǇǊƻǇŜǊǘƛŜǎΥ 

 
 
Or open an Administrator Command Prompt (CMD) window and type: 
 
netsh interface ipv4 add address òLocal Area Connectionó 192.168.0.2 
255.255.255.0  
 

The above command adds the IP Address 192.168.0.2 (with Subnet Mask 255.255.255.0) to the 

ŎƻƴƴŜŎǘƛƻƴ ǘƛǘƭŜŘ ά[ƻŎŀƭ !ǊŜŀ /ƻƴƴŜŎǘƛƻƴέΦ 

You will then be able to connect to the unit with its default IP. 

 

NoteΥ ¢ƘŜ ǎŜŎƻƴŘŀǊȅ Lt ŀŘŘǊŜǎǎ ƛǎ ǇŜǊƳŀƴŜƴǘ ŦƻǊ ǘƘŜ [!b ŎƻƴƴŜŎǘƛƻƴΤ ŘƻƴΩǘ ǳǎŜ ƛǘ ƛŦ ȅƻǳ ƻƴƭȅ ƴŜŜŘ ƛǘ 

once. Instead use the routing table method above. 
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RAMOS PLUS Web UI Walkthrough 

Summary page 

 

This is the Summary page with Sensor Status and the Event Log, with the Sensor Graph enabled. 

¢ƘŜ 9ǾŜƴǘ [ƻƎ Ŏƻƴǘŀƛƴǎ ŀƭƭ ŜƴǘǊƛŜǎ ŦǊƻƳ ǘƘŜ ά!ƭƭ 9ǾŜƴǘǎέ ŎŀǘŜƎƻǊȅΦ ²ŜΩƭƭ ŜȄǇƭŀƛƴ ǘƘŜ ŘƛŦŦŜǊŜƴǘ 

categories in the Notifications manual. The last 30 entries are shown, but if ȅƻǳΩǊŜ ǎŎǊƻƭƭƛƴƎ Řƻǿƴ ǘƘŜ 

list, more events (30 more) will be loaded automatically. You can view the full log if you keep 

scrolling down. 
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Lƴ ǘƘŜ {ǳƳƳŀǊȅ tŀƎŜΩǎ {ŜƴǎƻǊǎ LƴŦƻǊƳŀǘƛƻƴ ǿƛƴŘƻǿ ȅƻǳ Ŏŀƴ Řƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎΥ 

 

5ƛǊŜŎǘƭȅ ŀŎƪƴƻǿƭŜŘƎŜ ŀ ǎŜƴǎƻǊΩǎ ǎǘŀǘǳǎ, and put the sensor offline 

 

 

 

Control the relay-type sensors  

 

 

 

 

 

 

Enable/disable graph data collection per sensor, and display the graph display 

window for the Summary page 

 

 

²ŜΩƭƭ ŜȄǇƭŀƛƴ ǘƘŜ DǊŀǇƘ ŦŜŀǘǳǊŜ ƛƴ ƳƻǊŜ ŘŜǘŀƛƭ ōŜƭƻǿΦ 

 

 

 

Graph feature 

!ŦǘŜǊ ȅƻǳΩǾŜ ŜƴŀōƭŜŘ ǘƘŜ Řŀǘŀ ŎƻƭƭŜŎǘƛƻƴ ŦƻǊ ŀ ǎŜƴǎƻǊΣ ȅƻǳ Ŏŀƴ ŎƘƻƻǎŜ ǘƻ ŘƛǎǇƭŀȅ ǎǇŜŎƛŦƛŎ ǘƛƳŜ 

intervals of the stored data: hourly/daily/weekly/monthly and custom display interval. 

You can also export the recorded data in multiple formats. 

 

In this ŜȄŀƳǇƭŜ ǇƛŎǘǳǊŜΣ ǿŜΩǾŜ ŎƘƻǎŜƴ ǘƻ ŘƛǎǇƭŀȅ ǘƘŜ ǘŜƳǇŜǊŀǘǳǊŜ ǎŜƴǎƻǊΩǎ Řŀƛƭȅ ƳŀȄƛƳǳƳΦ 

You could also resize the graph window (including full screen) and move the scale to display more or 

less data. 
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You can choose to export the graph data in selected formats by clicking on the icon on the right. 

¢ƘŜ ŦƛƭŜ ǿƛƭƭ ōŜ ŘƻǿƴƭƻŀŘŜŘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŀƴŘ ŀǎǎƛƎƴŜŘ ŀ ŦƛƭŜ ƴŀƳŜ ǘƘŀǘ ǿƛƭƭ Ŏƻƴǘŀƛƴ ǘƘŜ ǎŜƴǎƻǊΩǎ 

name, IP address of the unit, and the date and time. 

 

By choosing the Live Graph option, you can get continuous update of the graph data (by default 

ŜǾŜǊȅ сл ǎŜŎƻƴŘǎύΦ LŦ ȅƻǳ ŘƻƴΩǘ ǳǎŜ ǘƘƛǎ ƻǇǘƛƻƴΣ ǘƘŜ ƎǊŀǇƘ Řŀǘŀ ƴŜŜŘǎ ǘƻ ōŜ ǊŜŦǊŜǎƘŜŘ ƳŀƴǳŀƭƭȅΦ 

 

¢ƻ ŎƘŀƴƎŜ ǘƻ ŀ ŘƛŦŦŜǊŜƴǘ ǎŜƴǎƻǊΩǎ ƎǊŀǇƘΣ ŎƘƻƻǎŜ ƛǘ ŦǊƻƳ ǘƘŜ ŘǊƻǇ-down menu. 

Note that you could only choose a sensor here that yoǳΩǾŜ ŀƭǊŜŀŘȅ ŜƴŀōƭŜŘ ǘƘŜ ƎǊŀǇƘ Řŀǘŀ ŎƻƭƭŜŎǘƛƻƴ 

for. 
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System page 

General 

 

Here you can change general settings for the device. 

¢ƘŜ ǳƴƛǘΩǎ ŦƛǊƳǿŀǊŜ ǾŜǊǎƛƻƴ ƛǎ ǎƘƻǿƴ ƛƴ ǘƘŜ 5ŜǎŎǊƛǇǘƛƻƴ ŦƛŜƭŘΣ ŀƴŘ ǘƘŜ {ȅǎǘŜƳ bŀƳŜκ[ƻŎŀǘƛƻƴκ/ƻƴǘŀŎǘ 

options are user configurable. 

You could also specify the System URL option, for quick access of a custom part of the Web UI for 

example, but you can specify any URL. 

 

By changing the Graph Data Collection Period, you can choose how frequently the data is sampled. 

Note that if you had stored graph data previously, changing this setting will clear the data. 

Note: a Low Power Mode is selectable from Conteg Pro Server, on the Web UI this option is not 

shown.  

On each System subpage you can see a Get SNMP OID button (where applicable): 
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This will give you a popup window with all relevant OIDs for the actual page (here the General page is 

shown). 

You can use OIDs for SNMP calls and in custom scripts, or for setting up the unit for monitoring by a 

third party NMS software such as WhatsUpGold or Paessler. 

This button is also accessible on the Sensors page. 

Date/Time 

 

The system date and time with time zone is user configurable, with NTP server synchronization (if the 

unit is connected to CPS (CONTEG Pro Server), then it will sync with the APS NTP service), also 

displayed the status of the RTC battery (good/bad). 
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You can also select the frequency of NTP synchronization with the drop-down menu. 

Network 

 

¢ƘŜ ǳƴƛǘΩǎ a!/ L5 ƛǎ ŘƛǎǇƭŀȅŜŘ ƘŜǊŜΣ ŀƴŘ ŀƭƭ ǳǎŜǊ ŎƻƴŦƛƎǳǊŀōƭŜ ƻǇǘƛƻƴǎ ŦƻǊ LtǾп ǿƛǘƘ Ŧƛxed IP or DHCP 

client mode. 
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Modem 

 

LŦ ǘƘŜ ǳƴƛǘ ƛǎ ŜǉǳƛǇǇŜŘ ǿƛǘƘ ǘƘŜ ƛƴǘŜǊƴŀƭ ƳƻŘŜƳ ƳƻŘǳƭŜΣ ǘƘŜƴ ǘƘŜ ƳƻŘŜƳΩǎ Dial-Out configuration 

can be set up here for data connections. Contact your service provider for the correct settings. 

You can also view the state of the connection and the assigned IP address when the connection is 

established. 

 

You may select a different Connection Mode (PAP/GPRS/RAS). 

The most commonly used is GPRS Unsecured. 

 

You may change the Connection Method as follows: 

ω Never Dial Out (Use Ethernet only): the unit will never try to use the modem for sending out 

ƴƻǘƛŦƛŎŀǘƛƻƴǎΦ LŦ ȅƻǳ ŘƻƴΩǘ ƘŀǾŜ 9ǘƘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴΣ ȅƻǳ ǎƘƻǳƭŘ ŎƘŀƴƎŜ ǘƘƛǎ ǎŜǘǘƛƴƎΤ ƻǘƘŜǊǿƛǎŜ 

ȅƻǳ ǿƻƴΩǘ ƎŜǘ ŀƴȅ ƴƻǘƛŦƛŎŀǘƛƻƴǎΦ 
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ω Dial-Out if Ethernet failed: the unit will only use the modem for sending out notifications, if the 

Ethernet connection fails. 

ω Use Dial-Out Only: the unit will only use the modem to send out the notifications, regardless of 

the state of the Ethernet connection. 

 

Also you may change the Connection Type: 

ω On-5ŜƳŀƴŘΥ ǘƘŜ ǳƴƛǘ ǿƛƭƭ ƛƴƛǘƛŀǘŜ ŀ ŎƻƴƴŜŎǘƛƻƴ ƻƴƭȅ ǿƘŜƴ ƛǘΩǎ ƴŜŎŜǎǎŀǊȅ ŦƻǊ ǎŜƴŘƛƴƎ ƻǳǘ ǘƘŜ 

notifications. 

ω Always On: the unit will keep the connection up, even when there is nothing to send. 

Note 1: ¢ƘŜǊŜΩǎ ƴƻ ŀǳǘƻ-detection feature for the internal modem module, the configuration is 

always shown even if your unit is not equipped with the module. 

Note 2: Only insert and remove the SIM card when the unit is turned off. Otherwise you can damage 

the SIM and the modem. 

Note 3: The PIN code for the SIa ŎŀǊŘ ƴŜŜŘǎ ǘƻ ōŜ ǊŜƳƻǾŜŘΤ ƻǘƘŜǊǿƛǎŜ ǘƘŜ ƳƻŘŜƳ ŎŀƴΩǘ ǳǎŜ ƛǘΦ 

VPN 

 

This feature requires a separate license. You can read more details about the licensing later in this 

manual. 

This feature is used by connecting the RAMOS PLUS with the CPS VPN server. After the license has 

ōŜŜƴ ŀŎǘƛǾŀǘŜŘ ŀƴŘ ǘƘŜ /t{ ±tb ǎŜǊǾŜǊ ƛǎ ǎŜǘ ǳǇΣ ȅƻǳΩƭƭ ƴŜŜŘ ǘƻ Ŧƛƭƭ ƻǳǘ ǘƘŜ ǎŀƳŜ ƻǇǘƛƻƴǎ ƘŜǊŜ ǘƻ ōŜ 

able to use the VPN connection. 
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Note 1: You can also configure these settings from the APS console for the unit. 

Note 2: If you use the VPN option, the maximum number of sensors that can be used by the unit will 

be reduced to 50. 

SMTP 

 

¢ƘŜ {a¢t ǎŜǊǾŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻǇǘƛƻƴǎ ŀǊŜ ǎƘƻǿƴ ƘŜǊŜΣ ƛǘΩǎ ǊŜǉǳƛǊŜŘ ǘƻ ōŜ ǎŜǘ ǳǇ ŦƻǊ ǘƘŜ 9Ƴŀƛƭ 

actions. 

Fill out all parameters; the address in the Email From parameter will be used by the Email actions by 

ŘŜŦŀǳƭǘΣ ōǳǘ ȅƻǳ ŎƻǳƭŘ ŎƘŀƴƎŜ ƛǘ ƛŦ ȅƻǳǊ Ƴŀƛƭ ǎŜǊǾŜǊ ǎǳǇǇƻǊǘǎ ƛǘ όǿƘŜƴ ƛǘΩǎ ƴƻǘ ǊŜǉǳƛǊŜŘ ǘƻ ƳŀǘŎƘ ǘƘŜ 

SMTP user for example). 

 

SSL/TLS and STARTTLS are supported for the connection security. 

You could also turn off any email sending from the unit by disabling the Send Email option. 
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SNMP 

 

The SNMP service configuration options are shown here, it is required for SNMP operations. 

{batǾм ƛǎ ŜƴŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘΣ ǿƛǘƘ ŎƻƳƳǳƴƛǘȅ ǇŀǎǎǿƻǊŘ άpublicέΦ 

Scroll down for SNMPv3 options. 

SNMPv3 

 

The SNMPv3 options can be found by scrolling down on the SNMP page. 

This feature requires a separate license. You can read more details about the licensing below in this 

manual. 

.Ŝƭƻǿ ǿŜΩƭƭ ƎƛǾŜ ŀ ǉǳƛŎƪ ŘŜǎŎǊƛǇǘƛƻƴ ƻŦ ŜŀŎƘ setting: 
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Level Authentication Encryption Description 

No Authentication Username No Match Username (same as SNMP v1/v2c) 

Authentication Only MD5 or SHA No Auth Based on Algorithms (check password) 

Auth&Privacy MD5 or SHA Yes - DES Auth Algorithms and Encryption 

 

Basically if you select No Authentication then the setup will be the same as with SNMP v1 and v2c 

versions: authentication is only checked by unencrypted username. 

Authentication Only will provide password protection but no encryption. 

Authentication&Privacy provides encrypted username and password protection. 

Server Integration 

 

LŦ ǘƘŜ ǳƴƛǘ Ƙŀǎ ōŜŜƴ ŀŘŘŜŘ ǘƻ ǘƘŜ /hb¢9D tǊƻ {ŜǊǾŜǊ ŎƻƴǎƻƭŜΣ ǘƘŜ ǎŜǊǾŜǊΩǎ Lt ŀŘŘǊŜǎǎ ǿƛƭƭ ōŜ 

displayed here. User configurable options are the CPS port and keep-alive period. 

¸ƻǳ Ŏŀƴ ŎƘŀƴƎŜ ǘƘŜ /t{ ǇƻǊǘ ŦǊƻƳ ǘƘŜ ²Ŝō ¦L ǿƘŜƴ ǘƘŜ ǎŜǊǾŜǊΩǎ ǇƻǊǘ ŎƘŀƴƎŜǎΦ 

Alternatively you can re-initialize your unit from the CPS console to re-establish communication. 
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Password Checking 

 

Password checking for the Web UI can be turned on/off here, along with the option for specifying the 

password for the different user access levels. 

 After you enable the password 

ŎƘŜŎƪƛƴƎΣ ȅƻǳΩƭƭ ƴŜŜŘ ǘƻ ǊŜ-login. 

LŦ ȅƻǳ ŘƻƴΩǘ ǊŜƳŜƳōŜǊ ǘƘŜ ŀŘƳƛƴ 

ǇŀǎǎǿƻǊŘΣ ȅƻǳ Ŏŀƴ ƘƻƭŘ ǘƘŜ ǳƴƛǘΩǎ ǊŜǎŜǘ 

button for 7-12 seconds to be able to log 

in to the Web UI without a password. 

User access levels: 

Admin - full access to all settings, system and notification configurations (default is public) 

User - full access to all settings except for those which are the system-related such as network 

Viewer - read-only guest access for every page 

Note 1Υ ¢ƘŜ ǇŀǎǎǿƻǊŘǎ Ŏŀƴ ƻƴƭȅ ōŜ ǎŜǘ ŦǊƻƳ ǘƘŜ ǳƴƛǘΩǎ ²Ŝō ¦LΤ ǘƘƛǎ ƻǇǘƛƻƴ ƛǎ ƴƻǘ ŀǾŀƛƭŀōƭŜ ŦǊƻƳ !t{Φ 

Note 2: The defŀǳƭǘ ǇŀǎǎǿƻǊŘ ƛǎ άǇǳōƭƛŎέ ŦƻǊ ŀƭƭ ŀŎŎŜǎǎ ƭŜǾŜƭǎΦ 




























