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Introduction
This manual covers all of the built in notifications on the RAMOS PLUS and how to configure them.

What is the RAMOS PLUS and Thermal sensor ST3H

The RAMOS PLUS is a high speed, accurate, intelligent monitoring device, featuring a completely

SYo SRRSR Kz2ail FyR 2LISNIGAy3a aeadsSyeo 2S5Q3S O2YO0AYy
RAMOS OPTIMA, along with many advanced features of our RAMO SplHtTORA.

The Rack sensor ST3H combines 4 sensors into one sensor port on the RAMOS PLUS, specially
designed to monitor the air entering and leaving a computer rack. The Thermal Rack Map is
performed from the CONTEG Pro Server using the Rack sensorddngeted to the RAMOS PLUS.
The Rack sensor ST3H monitor the temperature and humidity at different points of the rack.

RAMOS PLUS Features:

IP based, including SNMPv3 and HTTPS

Send encrypted SNMP Trap and Email Notifications

Supports 4 Intelligent Sensors

Optional cellular modem with external antenna

Notification Wizards

Support Daisy Chained Temperature sensors and expand8r D8
Front and Rear Thermal Mapping (ST3H) for any server cabinet

Events
The Eventspagecortay & | ff f233SR S@Syita GKIG GKS dzyAd adsz
syslog, where you can search for a specific event, and also export the logged entries to a file.

N Sensor 7\ Notification: ©f Systen RF

Date/Time ~ Event-

11/08/2016 17:22:53 Humidity Port 1 on Main board is 30.00 %, status is Low Critical

RAMOS PLUS - NOTIFICATIONS MANUAL 3



¢KS RSTlrdzZ G @ASe Aa GKS 1§t 9 JI®yphiaallofkhe OK O2y Gl Ay
categories below.

System
Search Q
Date Start to Date End SRefresh | & Export
Date/Time v Event«
1 10/02/2016 10:18:50 Ethernet link restored
2 10/02/2016 10:18:43 Ethernet link lost
3 25/02/2014 07:20:44 Ethernet link restored
4 25/02/2014 07:20:42 System boot up
5 25/02/2014 07:00:06 Database OK: Access DB updated. 1 users imported.
6 25/02/2014 07:00:03 System boot up

First | ¢ - > Last

You can filter the events by type, by clicking on the tabs.
Ly GKAa LAOGIINE sSQoBBtertetedts Sy (2 RAALI e 2yfe (KS
Events by category:

All Events- contains all logs from the device, sorted by date ancdetigou can specify the starnd
end dates to narrow the list, or choose a specific log category.

w»
&\

SystemO2y Gl Aya (KS f23a FT2NJ 0KS RSOAOSQa asgaudsSy

Sensors contains logs for all sensor related events, suglstatus changes, online/offline etc. and
the port number where the sensor is attached.

Access contains logs for all user authenticatioelated events, such as access granted/denied.

Notifications - contains logs for the active notifications on the @y for example the result of an
email notification, heartbeat message or an SNMP Trap.

Options

Number of display items per page

12

30
50

In the Options, you can change the number of log entries displayed per page. The default is 15.
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If you click on thé&xportbutton, a confirmation popup window will LILIS | NE
export the log entries.

F&1Ay3 AT &2

If you answer yes, then the full event log will be downloaded as a text file.

The file name will contain the IP address of the unit, for example: log_10.1.1.146.txt

Event Log ( 2000 messages } '3

Search Q

1

16/02/2016 14:56:30

Liquid Rope Detector Port 3 on Main board is now OFFLINE

2 16/02/2016 14:55:43 Liquid Rope Detector Port 3 on Main board status is Sensor Error
3 16/02/2016 14:55:39 Liquid Rope Detector Port 3 on Main board is now ONLINE

4 16/02/2016 14:51:52 Fuel Level Sensor Port 3 on Main board is now OFFLINE

5 16/02/2016 14:51:48 Fuel Level Sensor Port 3 on Main board status is Sensor Error

6 16/02/2016 14:51:44 Fuel Level Sensor Port 3 on Main board is now ONLINE

7 16/02/2016 14:51:28 Motion Detector Port 3 on Main board is now OFFLINE

8 16/02/2016 14:51:21 Motion Detector Port 3 on Main board status is Motion

9 16/02/2016 14:51:20 Motion Detector Port 3 on Main board is now ONLINE

10 16/02/2016 14:49:47 Dual Humidity Port 1 on Main board is 57.00 %, status is Normal

an

¢ KS @yhmargpage also shows thevent] 2 3 =
OFiS32NE® ¢KS

16/02/2016 14:49:47

ALINAIANAEL 44 AB-AT

Dual Temperature Port 1 on Main board is 25.50 °C, status is Normal

Hmmrm e fimmaarnes wine miianasafiills smmamlatasd

GKAOK O2yil Aya

flrad on SYGNASa | NB aK24yZ

will be loaded automatically. You can view the full log if you keep scrolling down.

Notifications
If you setup a notification you can define the action to take when a sensor gives a reading beyond

your previously set thresholds. This allows you to determine how you will be notified that a sensors
reading has reached the specified thresholds (high warrgntical etc).

What function do the different types of notifications provide?

¢CKS y2GiAFTAOIGAZYE |

NE dzaSR (2 y2GArA7Fe

threshold. There are many ways you can be notified. They are as follows:

SNMP Trap This form of notification sends out a signal to your SNMP trap receiver server.

(A

o dzi

82dz 6KSYy

Sy i NJ

AT

E-Mail: This sends a notification vianeail.
SMS This sends an SMS message to your mobile phone.

Relay The relay is used as a switch, for example it could swit@nair con unit if the temperature
reading of a temperature sensor reaches a certain threshold.

Telephone callWill call you and play a customizable text to speech message.
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Notifications page

®Sensos @ Events o System 3 Full Screen

Notifications

Notifications Notification Rules

€ No Actions have been setup yet. To setup a new Action click here. JFgEERRIT
a | EE < reres

Unit / Expansion « Sensor Name - Status — Action Name - Escalation -

This is theNotifications page. If you have notificationstsgp, they will appear in the list and you can
edit or remove them.

LT &2dz R2y Qi KI @S lye FOGA2ya aSid dzlr &2dQff ySS
notice to run theAction Wizardis displayed on the top for easy action setup. Glicithe Start Now

button or the Start Notification2 AT F NR {106 G2 adlF NI GKS AT FNR® LY
how to set up the actions.

After you have actions set up, you can link the actions to a sensor withdtieutton.

All notifications ardollowing the same setup steps with thénk Notification Wizard 2 SQf f & K2 ¢
you how to use this wizard with an example notification below in the manual with an SMS action,
82dQff GKSYy 6S I06tS (2 O2yFAIdzNBE 20§ KSNI y20AFAOL 0

Create an Action wih the Action Wizard

ONTEG Summary N Sensors & Ever &8 Systen oy

Action Wizard

# Create an Action Notification

Welcome to the Action Wizard

- -

CKAA A& GKS 1 0GA2y 2ATIFNRQa ¢St 02YS8S LI 3IST GKS ad
Select one to configure and cliblext.
2S5Qff aAK2g¢g &2dz SIOK OGA2yQa O2yFAIdzNI GA2Y Ay (K
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Note: CPS (CONTEG Pro Sgalows more types of actions to be set up.

Dry Contact Action setup
You can use the Dry Contact Action to control a dry contact when a sensor reaches a certain
threshold.

CONTEEG “summay  2Sensos & Events <& System % Full Scree

Action Wizard

# Create an Action

Notifications = Actions | Create an Action

Step 1 - Dry Contact Information

Action Name Dry Contact Action
Unit ! Expansion Main board
Dry Contact
Action Turn Low
Delay Before Action ] 0s

Back Cancel
Finish and Setup Notification

Note: The dry contact needs to be connected to the unit before it can be configured, and it needs to
be set toNotification Controlmode. This mode is only selectable with tBatput direction (see
below).

If you click on thé=inish and Setup Notificatiobutton, this will launch thé&ink Notification Wizard
where you can use the new action for making a notification.

L 2dzQff KF @S GKS F2tt26Ay3 2LWA2ya F2N O2y(NREf Ay

Action Turn Low v

Delay Before Action Turn High
Turn Low Until Sensor Normal

Turn High Until Sensor Normal
Turn Low Until Acknowledge
Turn High Until Acknowledge
Cycle the Dry Contact

Cycle Time 5 58

If you choose to cycle the dry contact, you can specificttode time.

RAMOS PLUS - NOTIFICATIONS MANUAL
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shown below:

1 2 3 4

] - - ]

- Dual Humidity Relay Dry Contact I/O - Dual Humidity

Dry Contact IO Advanced
Sensor Name Dry Contact Port 3

Sensor Status Critical

Sensor Currently m

Direction Input ® Output
Description of Status When High High
Description of Status When Low Low
Description of Status When Sensor Error Sensor Error

Save Cancel

Change théirectionfrom Input toOutput and clickSave

Dry Contact /O Advanced
Control Mode Notification Control v

Normal State ® Close/GND Open/+5 Volts
Graph Enable Enable ® Disable

Filter Status Enable ® Disable

Save Cancel

¢KSy @&2dzQf f 0 SNotificafio§ ContebImauk i theédd/antedtsb.

Email Action setup
You can use the Email Action to send a notification by email when a sensor reaches a certain

threshold.

RAMOS PLUS - NOTIFICATIONS MANUAL



CONTEE oy aSensos 8 Events o System 58 Full Screen

Action Wizard

# Create an Action

Notifications = Actions | Create an Action

Email Information

Step 1 - Email Information

Action Name Email Action

From

mconteg.com

To to@address com, to@address com, to@address com

0 Click here to setup SMTP Server

Back m Cancel

Note: The SMTP server settings needed to be configured on the unit, before this action works.
All email actions will uséhis SMTP server for sending emails.

You can find more information in the Introduction manual about how to set up the SMTP server on
GKS {eaidSy LI 3IS I tforkaddzaK A1 Qa GSNEB adNI AIKID

Either click on the link on the notice, or go to tBgstem/SMTRage br the configuration.

Action Wizard

Notifications / Actions / Create an Action

Email Message
Step 2 - Email Message
Subject Testing Sensor Port 1 is now 80 Unit, status is n

Body From: System Name (127.0.0.1)
Time: 11:12:10
Testing Sensor Port 1 is now 80 Unit, status is
now Normal

Back Next Cancel

RAMOS PLUS - NOTIFICATIONS MANUAL
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0 K 8ustdmizé o0dzi G2y I Yy R-witeirba foFrattiaRndl allbvk for an aht®mated e
mail that will display the sensorformation.

Step 2 - Email Message

Subject $[DESCRIPTION] is now $[VALUE] $[UNIT], sta

Body From: $[SYSNAME] ($[IP])
Time: $[TIME]
$[DESCRIPTION] is now $[VALUE] $[UNIT],
status is now $[STATUS]

m Restore Default Macro Description

For all possible macro values (dynamic text values starting with $) you can see a detailed list at the
end of this manual.

Action Wizard

Notifications / Actions /| Create an Action

Retry
Step 3 - Retry
Maximum Times to Retry 5 v
Retry Interval 15 155

Back Cancel
Finish and Setup Notification

These parameters set the maximum number of times to send the email notification and the time
interval between eaclmotification.

If you click on thé=inish and Setup Notificatiobutton, this will launch the.ink Notification Wizard
where you can use the new action for making a notification.

Relay Action setup
You can use the Relay Action to control a relay wheensor reaches a certain threshold.

RAMOS PLUS - NOTIFICATIONS MANUAL



CONTEG HSummary & Sensors @ Events ©F System ¥ Full Screen
Action Wizard
# Create an Action Motifications | Actions | Create an Action
Relay Information
Step 1 - Relay Information
Action N Relay Action
Unit/ Expansion Main board
Relay
Actio Turn On

Delay Before Action

0

Back Cancel
Finish and Setup Notification

Note: The relay needs to be connected to the unit before it can be configured, and it needs to be set
to Notification Controlmode.

If you click on thé=inish and Setup Notificatiobutton, this will launch theé.ink Ndification Wizard
where you can use the new action for making a notification.

2d20ff KFI@S GKS F2ft2Ay3 2LIiA2ya F2N) O2yGNREtAY

Action Turn On v

Delay Before Action Turn Off
Turn On Until Sensor Normal

Turn Off Until Sensor Normal
Turn On Until Acknowledge
Turn Off Until Acknowledge
Cycle the Relay

If you click on thé-inish and Setup Notificatiobutton, this will launch thé.ink Notification Wiard
where you can use the new action for making a notification.

Cycle Time 5 55

If you choose to cycle the relay, you can specify the cycle time.

L 2dz2Qf f ySSR (2 KNoffiBatian KéhtromBde fraim theSeysarpadd as ghown
below:
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1 2 3 4

Auto Serse
~ Dual Humidity Relay Siren Strobe ~ Dual Humidity
Relay Advanced
Control Mode Notification Control v
Normal State on @ Of
Graph Enable Enable @ Disable
Filter Status Enable ® Disable

2dzQf f dhseltheNbtiicatior? Controlmode in theAdvancedtab.

Siren Action setup
CONTELE <summay RSensors @ Events €5 System % Full Screen

Action Wizard

# Create an Action

Notifications = Actions ' Create an Action

Siren Information

Step 1 - Siren Information

Action Name Siren Action
Unit ! Expansion Main board
Siren
Action Turn Off
Delay Before Turn On 0 0s

Back Cancel
Finish and Setup Notification

Note: The siren needs to be connected to the unit before it can be configured, and it needs to be set
to Notification Controlmode.

2dzQf f KI @S (KS 7T 2ling tBesitey\#th tRd ditidnz ya T2 NJ O2 y (i NP

5

Action Turn Off v

Delay Before Turn On Turn On
Until Sensor Normal

Until Acknowledge
Defined Time

RAMOS PLUS - NOTIFICATIONS MANUAL



If you choose Defined Time, you can specify the time in seconds for how long the siren should be
turned on.

L 2dzQff ySSR (2 KMotfiatioh €dhtrofmadd Boyh thaSensdrpalyed as shown
below:

1 2 3 4
Aot - - A o
= Dual Humidity Relay Siren Strobe = Dual Humidity
Siren Strobe Advanced
Control Mode Notification Control v
Graph Enable Enable ® Disable
Filter Status Enable ® Disable

. 2dzQf £ 0S I oNotficatio? Codrld@I&istheddvahcedtab.

SMS Action setup (RAMOS PLUS GSM only)
You can use the SMS Action to send a notification by SMS when a sensor reaches a certain threshold.

The unit can send an SMS, or Voice aterhany different phone numbers, but you can specify only
one phone number per action when setting it up. However, please keep in mind that both the SMS
and the dial up actions such as Voice will call to the first number, then after sending to this number,
it will call to the second number and so on. So, if you have many numbers in the call list, it will take
that much more time to finish sending the SMS or dial up Voice call alerts.

Note: The internal modem module is needed to be connected and set upifoattion.

M Sensors & Events of System 82 Full Screen

Action Wizard

# Create an Adtion Motifications | Actions | Create an Action

Step 1 - SMS Information

Action Name SMS Action

Phone Number 0123456789 or +0123456780

Back Cancel

After typing in your phone number, clitlext

RAMOS PLUS - NOTIFICATIONS MANUAL 13
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You can specify only one phone number per action.

Action Wizard

Notifications / Actions / Create an Action

SMS Message
Step 2 - SMS Message
From 127.0.0.1
SMS Message Testing Sensor Port 1 is now 80 Unit, status is
now Normal
Back Next Cancel
P FOSNI Reixth O3 3 gz3g &t t 3ISG | LI IS 6KSNB @2dz OFy Ay L

6Customizé 0 dzi G2y I Yy R-witeirSafofmat$hiatRvil alldwifdr &n alNdgated SMS that
will display the sensor information.

Step 2 - SMS Message
From $[IP]

SMS Message $[DESCRIPTION] is now $[VALUE] $[UNIT],
status is now $[STATUS]

m Restore Default Macro Description

For all possible macro values (dynamic text values starting with $) you can see a detailed list at the
end of this manual.

RAMOS PLUS - NOTIFICATIONS MANUAL



Action Wizard

Notifications / Actions / Create an Action

Retry
Step 3 - Retry
Maximum Times to Retry 0 v

Retry Interval 10 10s

Back Cancel
Finish and Setup Notification

These parameters set the maximum numbetiofes to send the SMS notification and the time
interval between each notification.

If you click on thé-inish and Setup Notificatiobutton, this will launch thd.ink Notification Wizard
where you can use the new action for making a notification.

Troubleshooting the SMS Action
If you are having trouble sending the SMS alerts, please go through the check list below. Also, try
Y2@AYy3d GKS Y2RSYQa IyidSyyl (2 | atA3akaGfte RATFTFSNE

Test the SIM card on mobile phone: verity the account is active, hagiatiecredit for making
phone calls and that the PIN code is disabled.

9yadaNE GKS {La OFNR A& LINPLISNIe& AyaSNISR Ay GKS
possible while the unit is powered off; otherwise you can damage the SIM or the unit

SNMP Trap Action setup
You can use the SNMP Trap Action to send a notification (Trap message) to your SNMP Trap Receiver
server when a sensor reaches a certain threshold.

RAMOS PLUS - NOTIFICATIONS MANUAL 15



SNMP v1 action

CONTEG S Summary @ Sensors & Events €2 System 3 Full Screen

Action Wizard

# Create an Action

Notifications | Adtions | Create an Action

SNMP Information

Step 1 - SNMP Information

Action Name SNMP Trap Action
Trap Version n v2c v3
Port 162
Destination IP Address 192 168.0 XXX
Community Community

Back m Cancel

Enter your Destination IP Address and Community; the default SMMis automatically selected.

16 RAMOS PLUS - NOTIFICATIONS MANUAL



Notifications / Actions / Create an Action

SNMP Trap Type

Step 2 - SNMP Trap Type

SNMP Trap Type customTypeTraps v
specificTypeTraps
varBind generalTypeTraps
specific & generalTypeTraps
statusTypeTraps

customTypeTraps

¥ Sensor Name

¥ Sensor Description
¥ Sensor Type

¥ Sensor Sub Index
¥ Sensor Status Name
¥l Board ID

¥ Board Description

¥ Event Time Stamp

l¢| Event Class Number 0

@ Event Class Name INFORMATIONAL

¥l Sensor Decimal Value

¥l Sensor ID

Back Next Cancel

A different trap message is sent for each sensor type such as temperature, humidity, and switch.

The trap messages includ@rBindfields that include the current sensor status (Normal, Critical
High, Warning High, Critical Low, Warning Low, and sensorError), the current sensor value, the level
exceeded, the sensor index, the sensor name, and the sensor description.

You can enable atisable specific fields if you choose ttiestomType Tragsom the dropdown list.

RAMOS PLUS - NOTIFICATIONS MANUAL 17
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Action Wizard

Notifications / Actions /| Create an Action

Retry
Step 3 - Retry
Maximum Time to Retry 0 v
Retry Intervals 10 10s

Back Cancel
Finish and Setup Notification

These parameters set the maximum number of times to send the trap notification and the time
interval between each notification.

If you click on thé-inish and Setup Ndication button, this will launch thd.ink Notification Wizard
where you can use the new action for making a notification.

SNMP v2c action
Action Wizard

Motifications /| Actions / Create an Action

SNMP Information

Step 1 - SNMP Information

Action Name SNMP Trap Action

Trap Version v '7A98 Vv3 (No License)
Port 162
Destination IP Address 192.168.0.XXX
Community Community

This field is required.

Back Next Cancel
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Enter your Destination IP Address and Community; the default SNMP port is automatically selected.

Action Wizard

Motifications / Actions

Create an Action

Step 2 - SNMP Details

SNMP Details

SNMP Trap or SNMP Inform SR SNMP Inform

You can choosthe packet to be sent between SNMP Trap or Inform packet.

Notifications / Actions

Back Next Cancel

Create an Action

SNMP Trap Type

Step 3 - SNMP Trap Type

SNMP Trap Type

A different trap message is sent for each sensor type such as temperature, humidity, and switch.

customTypeTraps

Sensor Status
Sensor Value
Sensor Level Exceeded
Sensor Index
Sensor Name
Sensor Description
Sensor Type
Sensor Sub Index
Sensor Status Name
Board ID

Board Description

Event Time Stamp

0

Event Class Number

INFORMATIONAL

Event Class Name

Sensor Decimal Value

Sensor ID

Y -

Cancel
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The trap messages includ@rBindfields that include the current sensor status (Normal, Critical
High, Warning High, Critical Low, Warning Low, and sensorError), the current sensor value, the level
exceeded, the sensor index, the sensor name, and the sensor description.

You can enable or disable specific fields if you chooseub®mTypdraps from he dropdown list.

These parameters set the maximum number of times to send the trap notification and the time
interval between each notification.

If you click on thé-inish and Setup Notificatiobutton, this will launch thd.ink Notification Wizard
where you can use the new action for making a notification.

SNMP v3 action
Only SNMPv3 provides secure SNMP communication. The previous versions are considered unsecure
and unencrypted.

This feature requires a separate license. You can read more detailstabdittensing in the
Introduction manualSNMPV3 license is included.

20 RAMOS PLUS - NOTIFICATIONS MANUAL



















































